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Abstract: Privacy Preserving Data Mining (PPDM) addresses the problem of developing 

accurate models about aggregated data without access to precise information in individual 

data record. In our setting, the more trusted a data miner is the less perturbed copy of the data 

(original) it can access.  

 Under this setting, a malicious data miner may have access to differently perturbed copies of the fake data 

through various means, and may combine these diverse copies to jointly infer additional information about 

the fake data and the data owner does not intend to release.  

To Preventing diversity attacks is the key challenge of providing multi security in Privacy Preserving Data 

Mining services. We address this challenge by properly correlating perturbation across copies at different 

trust levels. We prove that our solution is robust against diversity attacks with respect to our privacy goal. 

Our solution allows generating perturbed copies of fake data for arbitrary trust levels on demand. 

 

Keywords: Diversity attack, perturbed approach, Data miner, PPDM, Multi Security, Attribute based key, 

Hash Key. 

  

2. INTRODUCTION  

Privacy Preserving Data Mining is a method 

which ensures privacy of individual information 

during mining.  Privacy Preserving Data Mining 

(PPDM) is used to extract relevant knowledge 

from large amount of data and at the same time 

protect the sensitive information from the data 

miners.  

The problem in privacy-sensitive domain is solved 

by the development of the Multi security in 

Privacy Preserving Data Mining (MS-PPDM) 

where multiple differently perturbed copies of the 

fake data are available to data miners at different 

trusted levels.  

Data perturbation, a widely employed and 

accepted Privacy Preserving Data Mining (PPDM) 

approach, tacitly assumes single-level trust on 

data miners. This approach introduces uncertainty 

about individual values before data are published 

or released to third parties for data mining 

purposes. Under the single trust level assumption, 

a data owner generates only one perturbed copy of 

its data with a fixed amount of uncertainty. This 

assumption is limited in various applications 

where a data owner trusts the data miners at 

different levels.  

The government or a business might do internal 

(most trusted) data mining, but they may also 

want to release the data to the public, and might 

perturb it more. The mining department which 
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receives the less perturbed internal copy also has 

access to the more perturbed public copy. It would 

be desirable that this department does not have 

more power in reconstructing the data by utilizing 

both copies than when it has only the internal 

copy. 

Conversely, if the internal copy is leaked 

to the public, then obviously the public has all the 

power of the mining department. However, it 

would be desirable if the public cannot reconstruct 

the original data more accurately when it uses 

both copies than when it uses only the leaked 

internal copy. 

 

3. MULTI SECURITY IN PPDM 

This new dimension of Multi Security 

poses new challenges for perturbation based 

PPDM. In contrast to the single-level trust 

scenario where only one perturbed copy is 

released, now multiple differently perturbed 

copies of the fake data are available to data miners 

at different trusted levels. 

 The more trusted a data miner is the less 

perturbed copy it can access which means original 

data. Moreover, a data miner could access 

multiple perturbed copies through various other 

means, e.g., accidental leakage or colluding with 

others. 

By utilizing diversity across differently 

perturbed copies, the data miner may be able to 

produce a more accurate reconstruction of the 

original data than what is allowed by the data 

owner. To refer this attack as a diversity attack. 

 It includes the colluding attack scenario 

where adversaries combine their copies to mount 

an attack; it also includes the scenario where an 

adversary utilizes public information to perform 

the attack on its own. Preventing diversity attacks 

is the key challenge in solving the Multi Security 

in PPDM problem. 

Privacy preserving data mining help to 

achieve data mining goals without scarifying the 

privacy of the individuals and without learning 

underlying data values. Privacy-preserving data 

mining (PPDM) refers to the area of data mining 

that seeks to safeguard sensitive information from 

unsolicited or unsanctioned disclosure. Privacy is 

becoming an increasingly important issue in many 

data mining applications. 

In this research, we address this challenge 

in enabling Multi security in PPDM services. In 

particular, we focus on the additive perturbation 

approach where random Gaussian noise is added 

to the fake data with arbitrary distribution, and 

provide a systematic solution.  

Through a one-to-one mapping, our 

solution allows to generate distinctly perturbed 

copies of its data according to different trust 

levels. Defining trust levels and determining such 

mappings are beyond the scope of this research. 

 

 
4. METHODOLOGY 

The new dimension of Multi Security 

poses new challenges for perturbation-based 

PPDM.  In contrast to the single-level trust 

scenario where only one perturbed copy of the 

fake data is released, now multiple differently 

perturbed copies of the fake data are available to 

data miners at different trusted levels.  The more 

trusted a data miner is the less perturbed copy it 

can access which means the original data. 

Preventing diversity attacks is the key 

challenge in solving the Multi Security in PPDM 

problem.  In this research we address these 

challenges in enabling Multi Security in PPDM 

services. 

In this paper there are three different levels 

are used to indicate who is the trusted data miner 

and the malicious data miner. The trusted data 

miner can access the original data which is 

allowed by the data owner who is called the valid 

user. Then the malicious data miner can access 

differently perturbed copies of the fake data which 

is not allowed by data miner. The malicious data 

miner is also called the invalid user. 
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Multi-Level Security 

 
 

4.1 Image processing 

 

The first level is Image Processing. Some 

conditions are used to verify the valid user. First, 

to get the input as an image from the user. And to 

extract User data who is Valid from data base. To 

validate the user’s input image and the original 

Image which has the same Height andWidth. 

 
If it is valid means continue to validate 

both image pixel values. Again if it is valid means 

the User Input is Valid and goes to the next level. 

 
 

4.2 Attribute based Key Authentication  

 

Authentication Methods 

 There are several authentication methods 

including: password, public-key, anonymous, 

remote and certificate-based authentication. Some 

of the Followings, 

 

Password authentication - the oldest and the 

easiest to implement. It includes reusable 

passwords, one-time passwords, challenge 

response passwords, and combined approach 

passwords.  

 

Public Key Authentication – This requires each 

user of the scheme to first generate a pair of keys 

and store each in a file. Each key is usually 

between 1024 and 2048 bits in length. Public-

private keys pairs are typically created using a key 

generation utility. The server knows the user's 

public key because it is published widely. 

However, only the user has the private key.  

 The second level is attribute based key 

authentication. The two methods are used in this 

level.    

i) Key Allocation: In this method to get the input 

from valid user and to allocate the particular key 

to the particular user who is valid. 

  ii) Key Authentication: First to receive the user 

key. And to validate with the original User key 

and to submitted the particular key. If key is 

matched it is used to extract the original data 

otherwise not. Suppose if it is identifying the 

Malicious Key, to call the readymade fake data. 

 

4.3 Hash Key Authentication 

 The third level is the hash key 

authentication. In this level is used to check the 

above two levels are completed successfully then 

proceeding with this step.  To receive all the user 

inputs in the first and second levels. Then to 

perform hash function it to make encrypt (or) 

decrypt the user value using MD5. 

MD stands for message digest. MD5 processes a 

variable-length message into a fixed-length output 

of 128 bits. The input message is broken up into 

chunks of 512-bit blocks (sixteen 32-bit little 

endian integers); the message is padded so that its 

length is divisible by 512. 

 

http://thinkmath.edc.org/index.php/Image:Width.png
http://en.wikipedia.org/wiki/Endianness
http://en.wikipedia.org/wiki/Endianness
http://en.wikipedia.org/wiki/Padding_(cryptography)
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The padding works as follows: first a 

single bit, 1, is appended to the end of the 

message. This is followed by as many zeros as are 

required to bring the length of the message up to 

64 bits fewer than a multiple of 512. The 

remaining bits are filled up with a 64-bit little 

endian integer representing the length of the 

original message, in bits, modulo 2
64

. The bytes in 

each 32-bit block are big endian, but the 32-bit 

blocks are arranged in little endian format. 

 
The main MD5 algorithm operates on a 128-bit 

state, divided into four 32-bit words, 

denoted A, B, C and D. These are initialized to 

certain fixed constants. The main algorithm then 

operates on each 512-bit message block in turn, 

each block modifying the state. The processing of 

a message block consists of four similar stages, 

termed rounds; each round is composed of 16 

similar operations based on a non-linear 

function F, modular addition, and left rotation. 

There are four possible functions F; a different 

one is used in each round: 

 

 

 

 

 
 

5. RESULT AND DISCUSSION 

  

The proposed approaches have been tested 

successfully on the levels extended in the Privacy 

Preserving Data Mining. The levels used for 

experimentation having the combination of 

algorithm along with methods which was 

successfully and accurately classified using the 

approach. 

 

The new dimension of Multilevel Trust 

poses new challenges for perturbation-based 

PPDM.  In contrast to the single-level trust 

scenario where only one perturbed copy is 

released, now multiple differently perturbed 

copies of the data are available to data miners at 

different trusted levels.  

 

In this system three levels were 

implemented for multi security. Multi Security 

leads to the multilevel trust for the users. The 

more trusted data miner can access the original 

data when completed all the three levels 

successfully. The malicious data miner can access 

the readymade fake data set which has the 

unwanted noise without the original data. 

 

6. CONCLUSION 

Preventing diversity attacks is the key 

challenge in solving the Multi security in PPDM 

problem. In this research we address these 

challenges in enabling multi security in Privacy 

Preserving Data Mining services.  The trusted data 

miner can access the original data which is 

allowed by the data owner who is called the valid 

user.  

Then the malicious data miner can access 

differently perturbed copies of the fake data which 

is not allowed by data miner. The malicious data 

miner is also called the invalid user. 

So, the solution allows generating 

distinctly perturbed copies of fake data according 

to different trust levels.  To defining the trusted 

levels are beyond the scope of this research. 

 

7. FUTURE WORK 

 To believe that multi security in privacy 

preserving data mining can find many 

applications. In this work took the initial step to 

enable MS-PPDM services. Many interesting and 

important directions were worth exploring. 

Studying the MS-PPDM problem under a relaxed 

setting where adversaries may also carry out 

diversity attacks is certainly an interesting future 

direction.  

 

So, the fruitful direction for future data 

mining research will be the development of 

techniques that incorporate privacy concerns, and 

then to be implemented using biometrics, adding 

extra levels for the strong security to preserve the 

original data from the malicious data miner. 
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