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 is growing exp{oszvely. as is the number of crimes committed against or using computers. As a response 10
TOWE glvca. I t{'e ﬁ_eld of computer forensics has emerged. Computer forensics involves carefully

ir q@ﬁxamimng eIecn'Ofx;c evxdence that not only assesses the damage to a computer as a result of an electronic
alwtq recover lqst mformc_!tzqn. from such a system to prosecute a criminal. With the growing importance
security todqy-fznd the seriousness of cyber crime, it is important for computer professionals to understand
hatis used in computer forensics. It promotes the idea that the competent practice of computer forensics .
of applicable laws is essential for today's arganizations. This paper will discuss the need for computer
iced in an effective and legal way.

cience) is a branch of digital forensic
media. The goal of computer forensics
preserving, recovering,

r forensics (sometimes known as computer forensic s
g to evidence found in computers and digital storage
oital media in a forensically sound manner with the aim of identifying,
ing facts and opinions about the digital information. ‘
s most often associated with the investigation of a wide variety of computer crime, computer
. used in civil proceedings. The discipline involves similar techniques and principles to

with additional guidelines and practices designed to create a legal audit trail. Computer
actice of collecting, analyzing and .reporting on digital data in a way that is legally
sed in the detection and prevention of crime and in any dispute where evidence is stored
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r Crin 2 occurs when information technology is used to commit or conceal an offence.

t is recorded or preserved on any medium in or by a computer system or other similar

read or understand by a person or a computer system or other similar device. It includes a
other output of that data.

’ usedm court or elsewhere.
gent in relevant way.

A

iemative suspects.
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coMPmR FORENSICS METHODOLOGY
P‘ e Shut down the computer
y Document the hardware configuration to the system
Transport the computer system to a secure location
Make Bit Stream Backups of Hard disk and Floppy disk
o Mathematically verify data on all storage devices
b Document the system date and time
i e Make a list of key search words
E e Evaluate unallocated Space(Erased files)
' o Identify file, program and storage anomalies.
o Evaluate Program functionalities.

APPLICATIONS OF COMPUTER FORENSICS

hy and steganography
es of evidence and evidence handling
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ousr:?is‘:vslziu I;I:I)' a la;'lge role in society as computer technology emerges. It is an

3 Wheneer - ong all industries. Corporauons and government agencies hire
e ey need a computer-related crime investigated. The specialists
m a and present the evidence to whoever has ordered it or in some cases, in a
wing importance of computer security today and the seriousness of cyber crime, itis
2 onals to understand the technology that is used in computer forensics.
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